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Web 2.0 is Upon Us
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Web 1.0 - Web 2.0

Server-side

\
Advantage of the AJAX model:

greater application responsiveness

"

Client-side
rendering



Outline of the Talk




Doloto

Code Splitting for AJAX
Applications




Outline of the Talk




A Web 2.0 Application Disected

Talks to 14 backend
services ’ 1+ MB code
(traffic, images,
directions, ads, ...)
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Most of the application download is JavaScript code

Slows down application execution




AJAX Responsiveness: Catch-22

Move code to Execution can’t
client for start without
responsiveness the code




Motivation for Doloto

= |dea behind Doloto

= Start with a small piece of code on the client
= Download required code on demand (pull)
= Send code when bandwidth available (push)

= Leads to better application responsiveness
= |Interleave code download & execution
= Faster startup times
= Rarely executed code is rarely downloaded




Doloto Workflow

3 party server,
e.g. Facebook

JavaScript
from the
server

Rewritten
JavaScript

Doloto intercepts
JavaScript from the
server using a proxy

Instruments and
rewrites it on the
client

Deploy it back to the
server as the last step
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Doloto: the Steps

Web application server DOLOTO instrumentation proxy Browser

Instrument every function

Record the first-execute timestamp

Look for gaps to find clusters




Doloto Training Tool

Doloto: Clustering Information Summary

Training summary

There are € clusters for htt, naps.liy m/ (window ID 11385600)
Cluster c1 containing 96 functions with a total size of 26,300 bytes
Cluster c2 containing 652 functions with a total size of 308,615 bytes
Cluster c3 containing 188 functions with a total of 43,568 byte:
Cluster c4 containing 113 functions with a total size of 25,589 bytes

Training summary

Cluster Function name

First use time

Size [ Line | Chz »

cluster c1 of size 96

c1forwinid 11385600 _Anonymous ‘maps.live.com/

c1forwinid 11395600 SetlLiveDomain

c1forwinid 11395600 IsParentAccessible

c1forwinid 11385600 LaunchSurveyWindow

c1forwinid 11385600 Web.Browser._Private.MozillaFilterSub

c1forwinid 11395600 EstablishMode

c1forwinid 11395600 Web.Browser.AttachMozillaCompatibility

c1for winid 11395600 _VERegisterNamespaces 1.maps.live.

c1forwinid 11395600 Web.Browser.isMozilla 1.maps.live.

clforwinid 11395600 _Anonymous se.com/mapcontrol.ashx?mkt=en-us&v=1.3.20071113130328.54
c1forwinid 11395600 _Anonymous . s.live.com/mapcontrol.ashx?mk X 28.84
c1forwinid 11395600 _Anonymous . s.live.com/mapcontrol.ashx?mki 71113130328.94
c1for winid 11385600 . s.live.com/mapcontrol.ashx?mk 0071113130328.84
c1for winid 11385600 com/mapcontrol.ashx?mki 20071113130328.84
c1 for winid 113395600 . s .com/mapcontrol.ashx?mkt= 0071113130328.94
c1forwinid 11395600 _; s 1.maps.live.com/mapcontrol.ashx?mkt= 0071113130328.9
c1forwinid 11395600 _; 1.maps.live.com/! Y . x?mk 0071113130328.9
c1forwinid 11385600 GetManifestUrl 1.maps.live.com/s o .20 28.8
c1forwinid 11385600 _Anonymo . com/i Y . 1 3 0071113130328.9
c1forwinid 11395600 _Anonymo . ive.com/mapcontrol.ashx?mk . X 28.9
c1forwinid 11385600 _Anonymo . ive.com/mapcontrol.ashx?mk!

1 for winid 11295600 Msn VF Rroy rom/mancontral ashy?mkt=an-is

1

Clustering granul arity presets Clustering parameters
0 seconds
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" Coarse Gap between clusters:5.000 seconds
& Medium

(" Fine-grained

Clustersize threshold: 25 kB




Architecture of Doloto

. [training] Runtime training to collect
access profile

. [clustering] Grouping related functions
together

4. [rewriting] Function rewriting or
“stubbing” for on-demand code loading




Inserting Function Stubs

var g = 10; var g = 10;
function £f1 (y) {

var x=g+1; var real f1;

function fl1l(y) {
if(!'real f1) {
var code = load(“fl”);
real fl = eval (code);
fl = real f1;
}

return ..; return real fl.apply(this,

arguments) ;
eval (Sexp (“£f1”), “y”); // 22 bytes
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Profile applications using a proxy

Deploy rewritten code + cluster file to the server
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Doloto Savings

B Savings

81%

63%
4% 519 51%
39%  39%
22% | |
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Doloto Savings

@ Original JavaScript size @ Doloto Size M Savings

a8 . )
Time savings: 10-40%

* 50kbs/300ms
* 300kbs/300ms
* 300kbs/50ms
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Runtime Savings with Doloto

B50kbs/300ms B300kbs/300ms B300kbs/50ms

Chi game Bunny Hunt Live.com Live Maps Google Sp’sheet 19




Doloto: Conclusions

Bipression g Silverlight
IVIRNET DVaisudio  [ISE=-

Doloto: effective profile-driven optimization

Y — Space and time savings

Home | MNews&Blogs | Videos  WhitePapers  Downloads  Reviews  Popular -

*MA High Performance Web Sites blog

Doloto: Javascript download optimizer

WEEK.... .

Our approach is general: Silverlight

Dynamic code loading for
future web apps
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Outline of the Talk




AUTOMATICALLY SECURING WEB 2.0 APPLICATIONS

THROUGH REPLICATED EXECUTION




Web 1.0 - Web 2.0

E Server-side
computation

&catic HTML

endering




How Do We Program This Mess?

= Currently:
= J2EE + JavaScript?
= PHP + Flash?
= ASP.NET + Silverlight?

= One alternative:
= Distributing compilers
= Volta, GWT, Hops, Links




The Volta Distributing Compiler lllustrated

s, NET
w bytecode

26



The Volta Distributing Compiler: Deployment

27



Web Developer’s Mantra

Thou shall not trust the client

AJAX SECURITY

BILLY HOFFMAN
BRYAN SULLIVAN

No data integrity

No code integrity

28




AJAX-based Shopping Cart

Cart:
Mouse e
£35 Item | Qty i’ Subtotal
— Mouse 1 35.0 35
\/ Keyboard | 1 40.0 40
Web
2 60.0 120
Keyboard G
¥30 y Net amount: $195
F_ Total amount after discount:
/ $165.75
Enter coupon codes if you wish to
Web Cam T
$60
C15
= L o7 Invalid
Coupon
-/ cone!!
Head Phone
$50
y_ o ] Update H Checkout i
&Y
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Security vs. Performance

security

>

Web 1.0:
: ﬁaiNET With Ripley, placing computation

Ri p I ey on the client does not reduce

computational integrity

Web 2.0:
* AJAX
* Silverlight

>

responsiveness

30



Ripley Architecture

events = {key: ‘a’, id="name’; click: id="name’}

Keep a replica of the client code
Capture user events & transmit to server for replay
Compare server and client results




Ripley Architecture

Client-side code instrumented
* Rewrite event handlers

* Capture “default” events

* Buffer events for performance

button.onClick =
function buttonHandler (e) {
ripleyEnqueue (e) ; // inserted by rewriting
var obj = eventTrigger (e) ;
var notify = document.getElementById &&
document.getElementById ( )

notify.value = + obj.value;
return true;

Keep a replica of the client code
Capture user events & transmit to server for replay
Compare server and client results




Ripley Architecture

* Run replica in a Ripley emulator
* Run in .NET, not in JavaScript, 100x speed increase

Memory footprint, in MB

Firefox
Internet Explorer

Ripley emulator

Capture user events & transmit to server for replay
Compare server and client results




Ripley Applications

Cart:
Mouse —

Shopping cart e _ttem oty 2 subtotal
Sudok©@nline Quiz
Sudoku Pugde B
7. People with this disq
BlOg 4generally things of littl
JPoints: 50

Speed typing Al

u kleptomania

Online Quiz

Current Score:
0100

D|Str| buted on | | N IiTIp: The answers are of one wo

3|  Submit |
U New Game ‘

‘ Quit ‘

| Title: test blog
Name: anonymous
= | hi




Performance Overhead Summary




Ripley: Vision for the Future

= Security by construction

Web 2.0
App

Ripley server farm
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Doloto|Ripley MSR

For More...




Summary

[FSE 2008]

[CCS 2009]



Call to Arms

are here to stay

[FSE 2008]
Exciting new
opportunities for

Reliability 1’

[CCS 2009]
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